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ABSTRACT: The rapid growth of social media platforms has resulted in the widespread dissemination of 

misinformation and criminal activities. The uncontrolled spread of fake news, harmful content, and security threats has 

created significant challenges for public safety and information reliability. This paper presents Secure Check, a hybrid 

artificial intelligence framework for real-time misinformation and crime detection. 

 

The proposed system utilizes Bidirectional Encoder Representations from Transformers (BERT) for textual 

misinformation detection and Convolutional Neural Network (CNN) and YOLO models for image-based crime 

detection. The system analyzes both textual and visual content to identify fake information, harmful content, and 

security threats.Experimental analysis demonstrates that the proposed system improves detection accuracy and supports 

real-time security monitoring. The proposed framework offers an efficient and intelligent solution for content 

verification and crime detection on digital platforms. 
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I. INTORDUCTION 

 

Social media platforms have become one of the major sources of information sharing and communication. Millions of 

users share text, images, and videos every day. However, these platforms also facilitate the spread of misinformation, 

fake news, cybercrime, and harmful content. 

 

Misinformation can influence public opinion, create panic, and affect decision-making processes. Similarly, criminal 

activities such as weapon sharing, threats, cyberbullying, and illegal content distribution have become significant 

concerns. The proposed framework aims to improve online safety, information verification, and security monitoring by 

identifying fake information and crime-related content in real time. Experimental results demonstrate that the system 

provides efficient detection performance and supports digital security applications.Traditional content moderation 

methods rely heavily on manual inspection, which is time-consuming and often ineffective for large volumes of data. 

Recent advancements in Artificial Intelligence and Deep Learning provide effective solutions for automatic detection 

and classification. This paper proposes Secure Check, a hybrid AI framework that integrates BERT for text analysis 

and CNN-YOLO models for image analysis. 

 

II. LITERATURE REVIEW 

 

Several researchers have applied machine learning and deep learning techniques for misinformation detection and 

crime analysis.Traditional machine learning algorithms such as Support Vector Machines, Random Forests, and Naive 

Bayes have been used for fake news detection. However, these Transformer-based models such as BERT have 

significantly improved textual understanding and classification accuracy. BERT analyzes both preceding and 

succeeding words, providing better contextual understanding. 

 

Convolutional Neural Networks and YOLO models have shown excellent performance in image classification and 

object detection tasks. These techniques enable real-time detection of weapons and suspicious objects. Therefore, 

Secure Check utilizes a hybrid approach to provide accurate and reliable security analysis. 
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III. SYSTEM OVERVIEW 

 

Secure Check is an intelligent security framework developed for real-time misinformation and crime detection. The 

system analyzes textual and visual content uploaded by users to identify fake information and criminal activities. 

 

 
 

The framework consists of four major phases: data collection, preprocessing, model training, and prediction. Textual 

information is analyzed using BERT, while images are processed using CNN and YOLO models. 

 

The proposed system provides fast, accurate, and user-friendly predictions, helping users identify harmful content and 

potential security threats. 

 

IV. METHODOLOGY 

 

The proposed Secure Check framework follows a hybrid deep learning methodology to detect misinformation and 

crime-related content on social networks in real time. The methodology consists of six major phases. 

 

4.1 Data Collection: 

The system collects textual and image data from various sources such as social media posts, user-uploaded content, 

news articles, and online platforms. The collected data contains both genuine and misleading information as well as 

crime-related visual content. 

 

4.2 Data Preprocessing: 

• Text preprocessing includes: 

• Tokenization 

• Stop-word removal  

• Lemmatization  

• Text normalization 

• Image preprocessing includes: 

• Image resizing  

• Normalization  

• Noise removal  

• Feature enhancement 
• These preprocessing techniques improve the quality of input data before model training. 
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4.3 Misinformation Detection using BERT: 

The Bidirectional Encoder Representations from Transformers (BERT) model is employed for textual analysis. BERT 

analyzes contextual relationships between words and identifies misinformation, fake news, and misleading content. 

The model performs: 

• Text encoding  

• Context understanding  

• Feature extraction  

• Binary classification 

The output is classified as: 

• Real Information  

• Misinformation 

 

4.4 Crime Detection using CNN-YOLO: 

The CNN-YOLO model is used for image-based crime detection. The Convolutional Neural Network extracts visual 

features, while the YOLO algorithm performs real-time object detection. 

The model identifies: 

• Weapons  

• Dangerous objects  

• Criminal activities  

• Suspicious content 
Bounding boxes and confidence scores are generated for detected objects. 

 

4.5 Threat Classification: 

The outputs from BERT and CNN-YOLO are combined to classify the uploaded content. The system determines 

whether the content is: 

• Safe  

• Misinformation  

• Criminal Activity  

• Potential Threat 
 

4.6 Performance Evaluation: 

The performance of the proposed system is evaluated using: 

• Accuracy  

• Precision  

• Recall  

• F1-Score 

Experimental results demonstrate that the proposed framework provides reliable and efficient real-time detection. 

 

V. SYSTEM ARCHIETCTURE 

 

The Secure Check framework follows a hybrid deep learning architecture for real-time misinformation and crime 

detection. The architecture consists of several interconnected modules that work together to analyse textual and visual 

content. 
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The user submits text or image content through the web interface. The input data is passed to the preprocessing module, 

where text normalization, tokenization, image resizing, and data cleaning operations are performed. 

 

The processed textual data is analysed using the BERT model to identify misinformation and fake news. 

Simultaneously, the image data is analysed using CNN-YOLO models to detect weapons, suspicious objects, and 

crime-related activities. 

 

The outputs generated by both models are forwarded to the threat classification module, which determines whether the 

content is safe, misleading, or harmful. Finally, the system generates reports, alerts, and prediction results, which are 

displayed on the user dashboard. 

 

The proposed architecture provides real-time analysis, high detection accuracy, and improved security monitoring 

capabilities. 

 

VI. MODULES 

 

6.1 User Module: 

Allows users to upload text or images and view prediction results. 

 

6.2 Data Preprocessing Module: 

Cleans and processes text and image data before analysis. 

 

6.3 Misinformation Detection Module: 

Uses the BERT model to identify fake news and misleading information. 

 

6.4 Crime Detection Module: 

Uses CNN-YOLO models to detect weapons and suspicious objects from images. 

 

6.5 Threat Classification Module: 

Classifies the content as safe, misinformation, or criminal activity. 

 

6.6 Report Generation Module: 

Displays prediction results, alerts, and reports to the users and administrators. 
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VII. IMPLEMENTATION DETAILS 

 

The proposed Secure Check system is implemented using Python and the Django web framework. The system 

integrates advanced deep learning models to perform real-time misinformation and crime detection. 

 

For textual misinformation detection, the BERT model is employed to analyze the contextual meaning of the input text 

and classify it as real or fake information. The text data undergoes preprocessing techniques such as tokenization, stop-

word removal, and normalization before being processed by the model. 

 

For crime detection, the CNN-YOLO model is used to analyze uploaded images and identify suspicious objects, 

weapons, and criminal activities. Image preprocessing techniques such as resizing, normalization, and feature 

extraction are applied to improve detection accuracy.The frontend of the system is developed using HTML, CSS, and 

JavaScript to provide a user-friendly interface. The backend is developed using Django, which manages user requests, 

model execution, and result generation. SQLite is used for storing user information and prediction results. 

 

The system generates prediction reports and displays the results through a web-based dashboard. Experimental results 

demonstrate that the proposed framework provides accurate and efficient real-time detection of misinformation and 

crime-related content. 

 

VIII. EXPERIMENTAL DETAILS AND RESULTS 

 

8.1 Experimental Setup 

The proposed Secure Check system was implemented using Python, Django, BERT, CNN, YOLO, OpenCV, and 

SQLite. The experiments were conducted on a system with an Intel Core i5 processor, 8GB RAM, and Windows 

operating system. Textual and image datasets were used for training and testing the proposed models. 

 

8.2 Test Results 

The performance of the system was evaluated using different test cases. The experimental results indicate that the 

proposed framework successfully detects misinformation and crime-related content. 

 

Test Case Description Result Status 

User Authentication Login / Registration 

with valid and invalid 

credentials 

Passed ✓ 

Text Authentication Misinformation 

detection 

Passed ✓ 

Image Analysis Crime detection Passed ✓ 

Threat Classification Content classification Passed ✓ 

Report Generation Prediction reports Passed ✓ 

 

Test Case Results for An AI Framework for Real-Time Misinformation and Crime Detection 

 

8.3 Performance Evaluation 

The performance of the proposed system was evaluated using Accuracy, Precision, Recall, and F1-Score metrics. The 

results indicate that the hybrid model provides high prediction accuracy and reliable detection performance. 

 

Metric value 

Accuracy 93% 

Precision 92% 

Recall 92% 

F1-Score 92% 
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8.4 Observations 

The proposed Secure Check framework successfully detected misinformation and crime-related content with high 

accuracy. The integration of BERT and CNN-YOLO models improved prediction performance and enabled real-time 

analysis. The system provides efficient and reliable results for online security monitoring and information verification. 

. 

IX. APPLICATIONS 

 

The proposed Secure Check system has several real-world applications in various domains. Some of the major 

applications are: 

• Social Media Monitoring:  ` 

The system helps identify fake news, misinformation, and harmful content on social media platforms. 

• Crime Detection:  

It detects weapons, suspicious objects, and crime-related activities from images. 

• Content Moderation:  

The framework assists online platforms in filtering misleading and harmful content. 

• Public Safety:  

The system helps improve public security by providing early warnings about potential threats. 

• News Verification:  

It can verify the authenticity of news articles and online information. 

• Cybersecurity:  

The framework supports the detection of cyber threats, online abuse, and malicious activities. 

• Educational and Research Applications:  

The system can be used for academic research and awareness programs related to misinformation and digital security. 

 

X.  LIMITATIONS 

 

Although the proposed Secure Check system provides effective real-time misinformation and crime detection, it has 

certain limitations. 

• The accuracy of the system depends on the quality and size of the training dataset. 
• Complex or ambiguous text may lead to incorrect misinformation classification. 
• The crime detection model may fail to detect objects in low-quality or blurred images. 

• The system currently supports limited languages for text analysis. 
• Large-scale real-time processing requires high computational resources. 

• The performance of the system may decrease when dealing with unseen or highly complex data. 
• Internet connectivity and system resources are necessary for smooth operation and prediction. 
 

XI.  FUTURE ENHANCEMENT 

 

The proposed Secure Check system can be further improved by integrating advanced deep learning models and 

multilingual support. Future enhancements may include real-time video analysis, mobile application development, and 

cloud deployment. The system can also be integrated with social media platforms and security agencies for better 

monitoring and faster threat detection. 

 

In addition, advanced security mechanisms, larger datasets, and real-time analytics can be implemented to improve 

prediction accuracy and system reliability. These enhancements can make Secure Check a more intelligent, scalable, 

and effective solution for digital security and information verification. 

 

XII.  CONCLUSION 

 

The proposed An AI Framework for Real-Time Misinformation and Crime Detectionsuccessfully integrates Weapon 

Detection and Fake News Detection into a single intelligent platform. The system uses YOLOv8 for detecting 

dangerous weapons from uploaded images and BERT for identifying misleading or fake news content. 

 

The developed application provides fast, accurate, and user-friendly detection results, helping users identify potential 

threats and misinformation. The web-based interface makes the system.In the future, the system can be enhanced by 
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adding more weapon categories, multilingual fake news detection, real-time surveillance support, and larger training 

datasets to improve accuracy and performance. Overall, the proposed system contributes to creating a safer and more 

trustworthy digital environment. 
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